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ITACS BRIEFS NPS ON CSI 
On Wednesday June 19 and Thursday June 20, a 
one-hour briefing on the upcoming 
Cybersecurity Inspection (CSI) was presented 
by ITACS. The invitees were people known by 
ITACS to be heavily involved in IT, and 
currently managing their own workstations or 
servers. 
 
A CSI inspection team from the Navy will be 
here the week of September 9 to look for 
vulnerabilities associated with our .mil and .edu 
networks. The inspection is largely driven by 
the increasingly growing threats from the 
Internet. The NPS networks are probed daily by 
these threats and ITACS continues to focus on 
our network defense as a priority. However, 
new vulnerabilities are being discovered daily, 
so we must continue our diligence, regardless of 
the inspection, in addressing these 
vulnerabilities quickly before they are exploited 
by outside threats. This is a time-consuming 
process that requires focus. 
 
ITACS scans the entire NPS network regularly 
for known vulnerabilities. This includes 
printers, network devices, telephones, 
workstations, servers, and more. The briefings 
focused mostly on servers, but it was noted that 
Darnell Miles is leading the effort for 
“hardening” workstations on our network. Jeff 
Haferman is taking the lead on hardening 
servers external to ITACS, including various 
operating systems such as Windows, Mac, and 
Linux. Jeff led the presentation and was backed 
up by staff from Cybersecurity and the 
Technology Assistance Center.  
 
The bottom line is that managing EVERY 
device on our network is a shared responsibility 
by ITACS and other IT support staff around 
campus.  Two major points that were made were:  
(1) If you have a machine that is not under the 
management of ITACS, we do have a process to aid 
you in “hardening” your machine; and (2) if you 
have a static IP please register your devices on our 
NPS wiki (https://wiki.nps.edu/x/OYZiCw). 
Devices unknown to ITACS will not be allowed on 
the NPS network.  
 
The video session on Wednesday was streamed live, 
and was also recorded and available at: 
https://wiki.nps.edu/x/eQaTCw. Both of the links 
mentioned here require that you have access to the 
NPS network, either locally on campus, or remotely 
through VPN. 
 
CSI UPDATE -  JUNE 2013 
ITACS has been diligently working on addressing 
the campus needs and actions necessary in 
preparation for the Cybersecurity Inspection (CSI) 
of the .edu and Systems Technology Battle Lab 
(STBL) networks occurring the week of September 
9, 2013. 
 
ITACS has brought together expert teams to reach 
out to owners of “unmanaged” workstations and 
servers in order to assist them with properly 
securing their equipment to meet DoD and DoN 
security requirements.  Identified workstations will 
be added to the NPS .edu domain, enabling ITACS 
to mitigate potential vulnerabilities on workstations 
and ensure systems are patched, scanned, and 
brought into proper compliance. 
 
It is critical to the safety of the NPS .edu and STBL 
networks that workstations and servers are properly 
maintained to ensure they operate securely while 
meeting the NPS mission. To assist with this 
endeavor, ITACS has been holding meetings with 
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server system administrators throughout campus 
to provide information and support on operating 
their servers within the .edu while patching and 
remediating potential threats. 
For questions regarding server compliance, 
please contact Jeff Haferman: 
jlhaferm@nps.edu, 656-3076.   
For additional information on managed 
workstations, contact the TAC: tac@nps.edu, 
656-1046. 
 
ITACS INTRANET MOVES LOCATION 
The ITACS Technology section of the Intranet 
has been undergoing a migration to the NPS 
Enterprise Wiki. The premise behind relocating 
ITACS Intranet information is to provide more 
feature-rich displays and collaborative 
information, a newly developed service catalog 
to better organize content, and better search 
features using the wiki's built-in labeling 
system.  
 
The new ITACS Wiki is set to soft-launch on 
July 1, 2013 and will include the information 
currently available on the Intranet. After which, 
the ITACS Service Catalog will continue to be 
expanded upon to include services not currently 
listed under the Information Technology section 
on the Intranet. We will also be determining 
changes based upon user feedback of the new 
platform via our feedback submission form 
before officially transitioning the site 
(https://wiki.nps.edu/display/IT/Feedback). 
 
We look forward to continually improving upon 
our services and providing NPS a consolidated 
platform for displaying content regarding 
information technology (IT) services available 
to the campus, along with department updates 
and recent developments. 
The new ITACS Wiki can be found at 
https://wiki.nps.edu/display/IT.  
 
If you have feedback you would like to provide, 
please email wikisupport@nps.edu or visit 
https://wiki.nps.edu/display/IT/Feedback. 
 
ITACS ASSISTS FAO TELECONFERENCES  
The staff of the Systems Technology Battle Lab 
(STBL) provided technical support for six 
successive and secure video teleconferences (VTC) 
during a weeklong Foreign Area Officer (FAO) 
conference hosted by NPS’ FAO program. Foreign 
Area Officers are a corps of highly trained and 
specialized men and women with advanced degrees 
and language training in areas involving cultural 
and political affairs of other countries and regions 
who are deployed from each branch of the US 
military service.  
 
As a result of conference planning from the STBL 
technical team, along with the NPS special security 
officer and FAO program staff in Washington, DC, 
all six VTC sessions were executed on time and 
without issue. This event enabled 30 FAO 
participants who had converged on NPS from 
around the country to be able to connect with other 
FAOs throughout the United States and overseas.  
The NPS conference attendees were able to gain a 
better understanding of their roles by interacting 
with other officers stationed out in the field. 
For more information on the Foreign Area Officer 
(FAO) Program, visit: http://fao/web/fao/welcome 
 
KFS ENHANCEMENTS 
During the month of June, the KFS Functional and 
Technical Teams enhanced the usability of the 
system by adding several new features to assist 




Page 3 of 4 
TECHNOLOGY NEWS                                                                                                                           JUNE 2013  
One of the major updates includes an approval 
route for information technology (IT) related 
requests per the NAVADMIN – 327/12 policy 
stating all IT acquisitions need to receive 
approval from the CIO or their designee. If you 
would like more information, you can visit the 
KFS User Community wiki and review the 
policy under the Documents Library 
(https://wiki.nps.edu/display/KUALI). Along 
with the new approval process for IT related 
items, is a new object code function which 
enables tagging procurement categories with 
associated labels, such as Hardware, Software, 
Licenses, Support Related or Other, to further 
assist with locating and referencing these 
specific items. 
 
Another feature of the most recent updates 
involves a new reporting menu that provides 
improved sorting criteria based upon Employee 
or Pay Period End Date for Labor for more 
advanced searches. Accounts can also be found 
through a new filter for expiration dates, to 
review those that are due to expire. Along with 
the new menu features is an automated e-mail 
notification sent to the purchase requester when 
the contract manager has indicated the order has 
been placed for each individual requisition. 
 
SHAREPOINT RECEIVES MORE SECURITY 
SharePoint has a long history of usage at NPS 
and was the second enterprise system to gain 
wide usage, after Microsoft Exchange.   Since 
then, the information technology landscape has 
changed substantially - more and more of our 
customers now use their own workstations or 
device, making encryption of sensitive data 
imperative on public and intranet websites.   
Therefore, in an effort to support a wide and 
diverse customer base, as well as continue to do 
so safely and securely, a change was required with 
respect to how we authenticate to SharePoint. 
 
In order to provide increased protection to 
usernames and passwords when authenticating to 
SharePoint, all of the NPS SharePoint sites now use 
SSL certificates.  Please use the secure web address 
(i.e. https://sharepoint.ern.nps.edu) when accessing 
NPS SharePoint to be sure that your login is fully 
protected.   We also recommend updating your 
Favorites/Bookmarks accordingly.  If you need help 
with updating your Favorites/Bookmarks, or if you 
have other questions about this change, please 
contact the TAC at 831-656-1046, or email: 
TAC@nps.edu. 
 
If you need help with determining the correct web 





PROBLEMS WITH UNTRUSTED CERTIFICATES 
You may have experienced a problem accessing a 
.mil or an nps.edu site when the error message you 
receive refers to untrusted certificates. Such sites 
include NKO, DTS, SLDCADA, and more. When 
the NPS video portal system plays an encrypted 
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video stream, it uses SSL (Secure Sockets 
Layer) certificates provided by the Department 
of Defense for communication security over the 
Internet. Your browser has to trust those DoD 
certificates. Otherwise, you may get an error or 
not see the portal at all. This applies to both 
Windows and Mac systems, but not to Linux. 
 
The TAC wiki site has the information you need 
and the links to download the certificates to 
assist if you encounter a problem. For 
Windows-based systems, you can use the first 
option, which installs all the DoD certificates 
for you. Mac users must use the second option, 
to manually install each certificate. There is a 
"Download All" selection that brings all the 
certificates listed into one archive. 
 




TAC STATISTICS   
For the month of June 2013, the Technology 
Assistance Center (TAC) received 4,083 
requests for assistance, 3,179 of which were 
resolved by the Tier 1/Tier 2 areas. The 
remaining 904 requests were escalated to groups 
outside of TAC for specialized assistance. 
Overall, there has been a 10% decrease in 
requests for assistance compared to the month 
of June 2012.  Requests for assistance were 
categorized as follows: 
 
Phone:    2,094 
E-Mail:   1,530 
Walk-in: 441 
Web:       1 
Technician:  17 
This month, 91% of all calls were resolved within 
the Service Level Agreement (SLA). Those that 
were carried over are awaiting parts or pending 
information from customers. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
